Components of SCRM

1)
Classifications of risk stakeholders

The stakeholders for a risk management effort are various and sometimes not readily apparent.  The sponsor of the effort is a primary stakeholder and is usually the Chief Procurement Officer or equivalent positions such as the Vice President of Supply Chain, Vice President of Procurement and occasionally the COO (Chief Operating Officer).  Other primary stakeholders are the managers within the supply management (or procurement) group and the individual buyers or supply managers.  They are usually the ones responsible for turning the results of a risk assessment into mitigation actions.  The suppliers themselves are also primary stakeholders in this effort since the assessment involves a review of their company’s attributes, performance and relationships.

Secondary stakeholders of a risk management effort are the internal and external customers of the supply management (procurement) group.  The internal customers are the manufacturing and distribution (and retail if applicable) organizations that depend upon a reliable supply. The final customers are also stakeholders since they expect reliable order fulfillment and product performance. 

2)  Contractor Tier Considerations:

Most supply chains are comprised of tiers (levels of suppliers adding value in the supply chain ).  These tiers often are both suppliers and customers of each other.  They have built a web of relationships within and between chains that are difficult to understand and analyze.  This provides special challenges during a risk assessment.

A) Prime Contract 

The first tier suppliers are often the primary contracting entity. This places the legal responsibility on them of ensuring the performance of their suppliers and their suppliers’ suppliers.   When performing a risk assessment of the first tier, their relationship to the 2nd and 3rd tier suppliers must also be examined as well as the risk management capabilities of the tier 1 primary contractor.  Questions such as “How often do you review your supplier’s performance?” and “Do you assess and mitigate the risk presented by your suppliers?” must be asked of the 1st tier suppliers.  The way a primary supplier manages their suppliers (negative or positive power use) is a strong predictor of the supply chain stability.

B) Sub Contract 

Tier 2, or sometimes called the sub contractor level, should be examined through the lens of the primary contractor’s relationship as well as within their own business and geographic environment.   The relationship and interactions they have with the primary supplier often determine the level of risk (or disruption potential) of a supply chain.  

      C) 
General

A supply chain is only as strong as its weakest link.  Therefore, risk management must go beyond the 1st tier suppliers and relationships with them.  The identification (and mitigation) of these weakness are a critical aspect of risk management.

3)
Probability Estimation Procedures

Estimating the probability of a supply chain disruption event is difficult and dependent upon the environment built by the suppliers and customers within a trading network.  The figure below depicts a view of this network. 
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Figure 1. Supply Trading Network and Risk Probability

The fist step in this analysis is to define the “network” under analysis.  This is usually a commodity category such as “plastics” or “IT Services”.  Once this is done, the general history of disruption potential of this environment can be examined by gathering historical data or by polling experts within this network.  These are usually commodity managers that have had to manage this network of suppliers and are aware of the disruptions that have occurred.  These experts can provide the “typical” disruptions for this network and can provide some rough probabilities, i.e. once per year this happens or once every three years one of the suppliers goes out of business.  Some typical disruptions are:

1. Misalignment of Interests (i.e. a supplier now longer is interested in your account due to market dynamics of legal issues)

2. Disasters (weather, war, earthquake, etc.)

3. Union work stoppage

4. Regulatory shut down.

5. Transportation disruption

6. Sale of the firm

Once the base probability estimate is complete for network disruption events, specific suppliers can be assigned the likelihood of specific events occurring with specific suppliers using the results of a supplier by supplier risk assessment.  i.e. a supplier that has the majority of their customers outside of your specific industry will be more likely to treat you as a low opportunity and not make relationship specific investment needed to service your account.  This could result in a misalignment of interest. Also, if their capacity is under pressure, and you are not a very profitable customer, they will focus on the most profitable customers and possibly short your orders first.

4)
Risk management procedures 

Risk management is a program that includes the processes of identifying the risk, quantifying the risk, assigning responsibility for management of the risk and risk mitigation actions.  It can be done on a company wide basis but is often done on a site basis since you want to examine the risk of disruption to production and distribution processes.  In addition, supply risk should be examined on a part or SKU basis, if possible.  This is the level of detail needed to diagnose the root causes of disruptions effectively.

A) 
Risk planning
Since assessing risk can involve a significant number of resources and cost, effectively targeting these efforts are important.  In addition, assessing the high impact risks first (not necessarily the highest spend) is an obvious priority.

A risk assessment is greatly effected by the availability and quality of the supplier data (spend, parts supplied, locations served, contact information).  This can vary from weeks to months to gather this data for an average commodity category. 

The assessment itself involves suppliers and internal resources and stakeholders.  Their availability can greatly affect the timeline and should be a key factor in the risk assessment plans.

Since a medium size firm ($1-3 billion) can have 1000 – 2000 direct material suppliers, the recommended strategy is for a team to bite off small pieces of the commodities.  These are generally manageable projects of about 8 weeks.  These smaller efforts can show results that can drive the program forward.


B) 
Risk assessment
A risk assessment identifies and quantifies the risk of a supply disruption using a framework that describes the attributes of suppliers, their relationships and their interactions with the company performing the assessment.  A typical framework consists of:

1. Relationship factors (influence, levels of cooperation, power, alignment of interests, etc.)

2. Past Performance (quality, on time delivery, shorts, etc.)

3. Human Resource Factors (unionization, relationship with employees, level of pay compared to the norm, etc.).

4. History of supply chain disruptions (is the network prone to disruptions).

5. Environment (Geographic, political, shipping distance and method).

6. Disaster History (hurricane, earthquake, tornadoes, floods, etc.)

7. Financial Factors (ownership, funding, payables, receivables)

A set of measures (questions to be answered) needs to be developed under the framework complete with scales that apply to the category and be validated by category management.  These measures and scales are used to evaluate a supplier and provide a numerical score for each supplier that reflects the risk of a disruption involving that supplier.

            
1.0 Risk profile
A risk profile can be of a supplier, a group of suppliers or of a supplier network (multiple tires of suppliers brought together for a purpose).  This profile is usually a numerical score given as a result of applying the framework and measures.  Normally, the higher the score the higher the disruption potential of the entity being measured.  

B) Risk mitigation
Risk mitigation actions are identified by reviewing the risk profile of the entity, most often a supplier, and prescribing actions to be taken that will reduce the risk profile or buffer the company from the impacts of the risk.  The following figures show the different mitigation approaches,

1. Taking actions to change the risk profile.  

This is the first area to examine. What are the attributes of the supplier, the relationship or the interactions that are causing a high risk score and what can be done to change them.  For example: a supplier that has a long transportation route (maybe from China) would have a high transportation risk score.  If the supplier can store enough inventory to cover a disruption of one or more delivery cycles then their risk score in this area can be substantially reduced, as show in the figure below.  A supplier that is higher risk because of communication issues can be addressed by building a communication process between the supplier and the company.  This will reduce the risk profile and move the supplier to the left on the figure below.
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Figure 2. Distributing spend to a suppliers with a lower risk profile.  

The figure below shows the effect of moving all or part of the spend with a risky supplier (1) to less risky suppliers (2,3 and 4).  This can reduce the impact per supplier and reduce the risk for the overall category.
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Figure 3. . Distributing spend to several suppliers of a lower risk profile

 In general, risk mitigation actions can be a combination of changing the risk profile of the supplier, moving spend to less risky suppliers, buffering the company from the impacts (inventory, alternate suppliers available, etc.) or a combination of these.  Often the lack of leverage with a supplier is a factor that appears in the assessment.  By moving volume from different suppliers and increasing the volume with a key supplier this leveraged can be increased but this must be a balance between the risk of reducing sources and being spread too thin to have influence with suppliers.

C) Risk monitoring
The monitoring of risk is an important part of a risk management program.  Some monitoring should only be done yearly since physical locations don’t change that often while other areas should be weekly (delivery and quality performance).  The key is the efficient use of resources, both the company’s and suppliers’.  

Global event monitoring is becoming more important.  Disasters are often only reported locally and often take companies by surprise.  A tier 2 supplier to one of your tier 1 suppliers can be hit by weather or political issues (import restrictions) which will impact the entire chain.  The response to this is often “I didn’t know we had a supplier there!”.  

The key to risk monitoring is that once you set up the assessment of the supply chain network, you must identify which factors must be monitored in order for prompt detection and reaction to occur.  Who monitors this and want is the plan are critical items to decide in advance of a disruption, now after the disruption occurs.
Risk and Compliance Types

Risk management involves identifying the risk, quantifying the risk, assigning responsibility for management of the risk and risk mitigation actions.  
1) Financial risk

Financial risk in this area can be determined by first identifying the potential events that are possible, estimating the probability of these events occurring within the specific industry and estimating the impact.  For example; if the company is in the retail software business then a potential patent infringement claim is more likely to occur that if the company is a food service company.  On the other hand, the food service company is more likely to have a claim from food poisoning.  Each industry has information on the frequency of these issues and the potential cost.  It is often in the public domain.

Once the range of event possibilities is determined and the impact quantified, mitigation actions can be taken.  In the case of the food service company, sanitation inspections and reporting can be increased to help reduce the likely hood of food poisoning.  In the case of the software company, a patent search can be implemented identifying potential claims before they arise.  Mitigation action can be taken such as buying the patent or preparing a legal position plan that can be implemented should a claim be filed. 
2) Operational risk
Operational risk is defined as the risk of loss resulting from inadequate or failed internal processes, people and systems, or from external events (www.riskglossary.com).  This also includes fraud or theft. With Sarbanes-Oxley, this area has become a major focus.  The risk assessment of processes can be challenging.  Many companies have undertaken “SOX audits” to identify the potential failure events and develop mitigation plans.  This has evolved as the best overall practice for operational risk assessments and involves a systematic examination of each business process and the development of mitigating plans for the events envisioned.  Since most companies do not have a complete process inventory, this approach must start with the completion of a process inventory and the development of the possible events mapped to the process.  After that is complete, a systematic “what if” analysis can be undertaken in order to develop mitigation (or elimination) ideas for each process and each event. 
3) Brand/reputation risk
A brand or reputation develops over extended periods of time interacting with the market (through purchases and communication).  Degradation occurs in the same way; through interactions and communication.  A risk management program for this area would be the identification of the factors that sustain the brand (quality, customer use and satisfaction, marketing communication) and the monitoring of these factors for directional changes.  

Sustaining the program through investments and controls are important mitigation factors. I.e. If the quality measures have been degrading slowly over time due to lower quality materials of processes, this is a risk to the brand.  A firm with a reputation for research behind their products risks their reputation when they start to reduce research investments.

The impact of brand degradation is difficult to quantify.  One method is to determine the price premium that the branded firm receives v. a generic product.  This premium can be monitored and after the fact impact numbers can be 
4) Legal risk

Legal risk is risk from uncertainty due to legal actions or uncertainty in the applicability or interpretation of contracts, laws or regulations. Depending on an institution's circumstances, legal risk may entail such issues as: 

Contract formation: What constitutes a legitimate contract? Is an oral agreement sufficient or must there be a legal document? What documentation is required? 

Capacity: Does a counterpart have the capacity to enter into a transaction?
Legal risk can be a particular problem for institutions who transact business across borders. Not only are they exposed to uncertainty relating to the laws of multiple jurisdictions, but they also face uncertainty as to which jurisdiction will have authority over any particular legal issue. ( www.riskglossary.com )

A)
Employment
Legal risk in employment can take several forms.  The employment contract, implied or written, represents an enforceable agreement.  The segmentation of employees into groups, each with a different contract, creates a risk that the distinction does not hold and all employees are awarded the most valuable package.  The temporary employment contract v. full time employees are often subject to this situation. 

The risk that employment practices are legal and defensible (affirmative action, discrimination, etc.) must be reviewed and managed.  Audits by outside experts are often used to review company policies and provide a risk assessment and recommendations to reduce or mitigate these risks.

B)

Intellectual property
Intellectual property can take several forms.  Patents, trademarks and copyrights.

A Patent protects things which have some sort of function. Before filing for a patent application, you need to have a legal firm perform a patent search to find out if your idea is patentable. A patent search provides you with patents similar to your invention, and in applying for a patent, you explain to the Patent Office why your invention is not obvious in light of those inventions.

The best-known patent application is the Utility patent. In applying for this type of patent, one aims to protect the functionality of an invention. A prime example is a broom. It has the function of allowing dirt and other things on the ground to be gathered more easily than if a person would merely use his hands.
A trademark is "… a sign or a symbol which enables its owner to distinguish his goods or services from the same or similar goods or services of another. Registration of the mark protects its use on any papers and materials relating to the registrant's business." World Trademark Law and Practice, Matthew Bender & Co., Inc., Ethan Horwitz, New York, NY (1998)

A copyright protects the ownership of written material from unauthorized use. Filing for a registered copyright gives the owner of the copyright statutory damages against all infringers (treble damages). A copyright filed today will last the creator's lifetime plus fifty years.

 A trade secret is defined as "Information, including a formula, pattern, compilation, program, device, method, technique or process that:

(a) derives independent economic value, actual or potential, from being generally known to the public or to other persons who can obtain economic value from its disclosure or use; and

(b) is the subject of efforts that are reasonable under the circumstances to maintain its secrecy. Cal. Civ. Code section 3426.1(d)."

The most widely used example of a trade secret is the formula for Coca-Cola's (R) famed soft drink Coca-Cola (R). They never filed a patent on the formula and have managed to protect the secret for more then 100 years (I believe since 1886). However, if the secret ever got out, they would not be able to stop other persons or entities from using the formula for their own benefit. Today, if you use an invention before the public (put the product on the market) then after one (1) year you forfeit all of your patent rights in that invention. Trade secrets are used by those who wish to keep a monopoly over an invention or idea which is not going to be directly out in the public eye secret for more than the 20 years provided by the patent system.

The idea behind trade secrets is to create contracts which will prevent those who need to work with the secret from revealing the secret and to make those persons pay for the long term damage if they do happen to reveal the secret. If done correctly a trade secret may last forever.

5) Environmental risk

Environmental losses can either be from environmental events (hurricanes, pollution from other sources, epidemics, tornadoes, etc.) or liability losses from environmental impacts based upon the actions of the company. 

The risk from environmental events can be identified and managed using risk management that includes the processes of identifying the risk, quantifying the risk, assigning responsibility for management of the risk and risk mitigation actions.  These mitigation actions can take many forms.  Site protection, emergency response plans, insurance, and many others.

Environmental liability losses can be incurred through torts, contractual obligations, or violations of statutes. The source of liability for environmental losses will most frequently be the actual or alleged release of pollutants, the violation of a law designed to protect human health and the environment from those pollutants, or the enforcement of environmental protection laws that require remediation expense payment. (2006 Cornell University Environmental Risk Analysis Program, http://environmentalrisk.cornell.edu/ERAP/).
These risks can be identified and managed using risk management that includes the processes of identifying the risk, quantifying the risk, assigning responsibility for management of the risk and risk mitigation actions.  These mitigation actions can be compliance audits, insurance, relocation or redesign of facilities.  Response plans and identified response teams are also a mitigation action that can reduce the damage and impact.  Many times companies try to shift the liability through sub contracting.  This has proved unsuccessful since the liability often passes through to the contracting entity. 
6) Technical risk

Technical risks can take two forms.  The risk that technology will not function as planned and the risk that a new technology will emerge that makes the existing technology obsolete.  

Pre-deployment testing and pilot implementation can help manage the risk of the technology not performing as planned.  

With new technology, a constant scanning of the environment (patent filings, trade shows, technology conferences) can provide early warnings of new, disruptive technologies.  
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