Glossary of Supply Chain and Risk Terms

by Dr. Kevin McCormack

Section 1: Supply Chain Risk Terms 
Risk stakeholders

Sponsor - a primary stakeholder and usually the Chief Procurement Officer or equivalent positions such as the Vice President of Supply Chain, Vice President of Procurement and occasionally the COO (Chief Operating Officer).  
Primary stakeholders are the managers within the supply management (or procurement) group and the individual buyers or supply managers.  They are usually the ones responsible for turning the results of a risk assessment into mitigation actions.  The suppliers themselves are also primary stakeholders in this effort since the assessment involves a review of their company’s attributes, performance and relationships.

Secondary stakeholders of a risk management effort are the internal and external customers of the supply management (procurement) group.  The internal customers are the manufacturing and distribution (and retail if applicable) organizations that depend upon a reliable supply. The final customers are also stakeholders since they expect reliable order fulfillment and product performance. 

Supply Chain Tiers - Most supply chains are comprised of tiers (levels of suppliers adding value in the supply chain ).  These tiers often are both suppliers and customers of each other.  They have built a web of relationships within and between chains that are difficult to understand and analyze.  This provides special challenges during a risk assessment.

Tier 1 - The first tier suppliers are often the primary contracting entity. This places the legal responsibility on them of ensuring the performance of their suppliers and their suppliers’ suppliers.   When performing a risk assessment of the first tier, their relationship to the 2nd and 3rd tier suppliers must also be examined as well as the risk management capabilities of the tier 1 primary contractor.  Questions such as “How often do you review your supplier’s performance?” and “Do you assess and mitigate the risk presented by your suppliers?” must be asked of the 1st tier suppliers.  The way a primary supplier manages their suppliers (negative or positive power use) is a strong predictor of the supply chain stability.

Tier 2 - Sometimes called the sub contractor level, should be examined through the lens of the primary contractor’s relationship as well as within their own business and geographic environment.   The relationship and interactions they have with the primary supplier often determine the level of risk (or disruption potential) of a supply chain.  

Disruption Events - the “typical” disruptions for a supply network are:

1. Misalignment of Interests (i.e. a supplier now longer is interested in your account due to market dynamics of legal issues)

2. Disasters (weather, war, earthquake, etc.)

3. Union work stoppage

4. Regulatory shut down.

5. Transportation disruption

6. Sale of the firm

Risk management - Risk management is a program that includes the processes of identifying the risk, quantifying the risk, assigning responsibility for management of the risk and risk mitigation actions.  It can be done on a company wide basis but is often done on a site basis since you want to examine the risk of disruption to production and distribution processes.  In addition, supply risk should be examined on a part or SKU basis, if possible.  This is the level of detail needed to diagnose the root causes of disruptions effectively.
Risk planning - Since assessing risk can involve a significant number of resources and cost, effectively targeting these efforts with good planning is important. Since a medium size firm ($1-3 billion) can have 1000 - 2000 direct material suppliers, the recommended strategy is for a team to bite off small pieces of the commodities.  These are generally manageable projects of about 8 weeks.  These smaller efforts can show results that can drive the program forward.  In addition, assessing the high impact risks first (not necessarily the highest spend) is an obvious priority. The availability and quality of the supplier data (spend, parts supplied, locations served, contact information) is also an important consideration in planning a risk assessment.  This can vary from weeks to months to gather this data for an average commodity category. The assessment itself involves suppliers and internal resources and stakeholders.  Their availability can greatly affect the timeline and should be a key factor in the risk assessment plans.

Risk assessment - A risk assessment identifies and quantifies the risk of a supply disruption using a framework that describes the attributes of suppliers, their relationships and their interactions with the company performing the assessment.  

Risk Assessment Framework - A framework consists of categories of factors to be assessed in order to determine the level of risk in a supply network or with a specific supplier. A set of measures (questions to be answered) needs to be developed under the framework complete with scales that apply to the category and be validated by category management.  These measures and scales are used to evaluate a supplier and provide a numerical score for each supplier that reflects the risk of a disruption involving that supplier.

Risk profile - A risk profile is usually a numerical score given as a result of applying the framework and measures and can be of a supplier, a group of suppliers or of a supplier network (multiple tires of suppliers brought together for a purpose).  Normally, the higher the score the higher the disruption potential of the entity being measured.  

Risk mitigation -  Risk mitigation actions are identified by reviewing the risk profile of the entity, most often a supplier, and prescribing actions to be taken that will reduce the risk profile or buffer the company from the impacts of the risk.  

Risk monitoring - Once the assessment of the supply chain network is completed, which factors that must be monitored needs to be identified in order for prompt detection and reaction to occur.  Who monitors this and want is the plan are critical items to decide in advance of a disruption, now after the disruption occurs. Some monitoring should only be done yearly since physical locations don’t change that often while other areas should be weekly (delivery and quality performance).  The key is the efficient use of resources, both the company’s and suppliers’.  Global event monitoring is becoming more important.  Disasters are often only reported locally and often take companies by surprise.  A tier 2 supplier to one of your tier 1 suppliers can be hit by weather or political issues (import restrictions) which will impact the entire chain.  

Supplier Portfolio / Supplier Portfolio Management
Supply Base Optimization

Types of Supply Chain Risk

Financial risk – The risk that a potential event will have a financial impact. For example; if the company is in the retail software business then a potential patent infringement claim can occur which may result in legal costs, loss of business, etc?

Operational risk - Operational risk is defined as the risk of loss resulting from inadequate or failed internal processes, people and systems, or from external events (www.riskglossary.com).  This also includes fraud or theft. With Sarbanes-Oxley, this area has become a major focus.  
“SOX audits” – A systematic examination of each business process for compliance to Sarbanes Oxley regulations and the development of mitigating plans for the events envisioned the potential failure events and develop mitigation plans
Brand/reputation risk -  The risk that a brand or company reputation is damaged due to events.  A brand or reputation develops over extended periods of time interacting with the market (through purchases and communication).  Degradation occurs in the same way; through interactions and communication.  
Legal risk - Risk from uncertainty due to legal actions or uncertainty in the applicability or interpretation of contracts, laws or regulations. Depending on an institution's circumstances, legal risk may entail such issues as: 

Contract formation: What constitutes a legitimate contract? Is an oral agreement sufficient, or must there be a legal document? What documentation is required? 

Capacity: Does a counterparty have the capacity to enter into a transaction?
Legal risk can be a particular problem for institutions who transact business across borders. Not only are they exposed to uncertainty relating to the laws of multiple jurisdictions, but they also face uncertainty as to which jurisdiction will have authority over any particular legal issue. ( www.riskglossary.com )

Employment Risk - Legal risk in employment can take several forms.  The employment contract, implied or written, represents an enforceable agreement.  The segmentation of employees into groups, each with a different contract, creates a risk that the distinction does not hold and all employees are awarded the most valuable package.  The temporary employment contract v. full time employees are often subject to this situation. The risk that employment practices are legal and defensible (affirmative action, discrimination, etc.) must be reviewed and managed.  Audits by outside experts are often used to review company policies and provide a risk assessment and recommendations to reduce or mitigate these risks.

Intellectual property risk – The risk that intellectual property (Patents, trademarks and copyrights) is stolen or becomes public domain and the rights are no longer enforceable.

Patent - protects things which have some sort of function. Before filing for a patent application, you need to have a legal firm perform a patent search to find out if your idea is patentable. A patent search provides you with patents similar to your invention, and in applying for a patent, you explain to the Patent Office why your invention is not obvious in light of those inventions.

Utility patent - In applying for this type of patent, one aims to protect the functionality of an invention. A prime example is a broom. It has the function of allowing dirt and other things on the ground to be gathered more easily than if a person would merely use his hands.
Trademark - "… a sign or a symbol which enables its owner to distinguish his goods or services from the same or similar goods or services of another. Registration of the mark protects its use on any papers and materials relating to the registrant's business." World Trademark Law and Practice, Matthew Bender & Co., Inc., Ethan Horwitz, New York, NY (1998)

Copyright – this protects the ownership of written material from unauthorized use. Filing for a registered copyright gives the owner of the copyright statutory damages against all infringers (treble damages). A copyright filed today will last the creator's lifetime plus fifty years.

Trade secret - Information, including a formula, pattern, compilation, program, device, method, technique or process that:

(a) derives independent economic value, actual or potential, from being generally known to the public or to other persons who can obtain economic value from its disclosure or use; and

(b) is the subject of efforts that are reasonable under the circumstances to maintain its secrecy. Cal. Civ. Code section 3426.1(d)."

Environmental risk - Environmental losses can either be from environmental events (hurricanes, pollution from other sources, epidemics, tornadoes, etc.) or liability losses from environmental impacts based upon the actions of the company. Mitigation actions can take many forms.  Site protection, emergency response plans, insurance, and many others.

Environmental liability losses – these can be incurred through torts, contractual obligations, or violations of statutes. The source of liability for environmental losses will most frequently be the actual or alleged release of pollutants, the violation of a law designed to protect human health and the environment from those pollutants, or the enforcement of environmental protection laws that require remediation expense payment. (2006 Cornell University Environmental Risk Analysis Program, http://environmentalrisk.cornell.edu/ERAP/).
Technical risk - Technical risks can take two forms.  The risk that technology will not function as planned and the risk that a new technology will emerge that makes the existing technology obsolete.  Pre-deployment testing and pilot implementation can help manage the risk of the technology not performing as planned.  With new technology, a constant scanning of the environment (patent filings, trade shows, technology conferences) can provide early warnings of new, disruptive technologies.  
Section 2: Useful Supply Chain Terms

ADVANCE SHIPPING NOTICE (ASN) - A notification in EDI (Electronic Data Interchange) or XML (Extensible Markup Language) format sent ahead of a shipment listing its contents and shipping information. Often includes purchase order numbers, stock keeping unit (SKU) numbers, lot numbers, quantity, pallet or container number, and carton number. Usually combined with bar coded compliance labeling for easy scanning, receipt into inventory and automated data collection. ASNs may be paper based.
Bill of material (BOM): A listing of all the subassemblies, intermediates, parts, and raw materials that go into a parent assembly showing the quantity of each required to make an assembly. 
A Bill of Material (BOM) for Plant Maintenance will display the structural elements of a technical object as a list of materials marked as maintenance assemblies.
PM BOM – a BOM focus on a piece of equipment or functional location.
Buying channel - is a process to specify a need, locate the supplier of that need, determine the terms of acquiring the need and executing an agreement for the supplier to fulfill the need.  An efficient and effective procure to pay process contains processes and buying channels that are designed to “fit” different situations and circumstances encountered by end users of the P2P process .

PCard channel - accessed by going directly to a pre-authorized vendor and acquiring the goods or services. Also by drawing items from a “zone store” or by accessing a pre-authorized vendor’s website and using a PCard.

Structured SAP Purchase Order (PO) - a vendor is identified and an outline agreement is in place within SAP, accessed through an SAP Requisition, by drawing items from the store house (which is then replenished by a inventory replenishment PO) or by “punch –out / round-trip”, which accesses a specific vendor’s website through SAP’s Supply Relationship Management (SRM) module, allows the selection off a vendor’s catalog into a ‘shopping cart’, and then returns to SAP to generate a PO. 
Buyer assisted PO is one in which some unknown or special issues need to be addressed by the buyer before a PO can be issued, such as an unknown supplier, terms, specifications, etc.

Non-PO (PAP) channels are accessed only under special circumstances using specific vendor agreements that pay on invoice rather than issuing POs.

Catalog aggregation: Normalizing product data from multiple vendors so it can be easily compared. Virtual distributors and content aggregators often provide this service to buyers. Most valuable when products are complex and have many attributes. Prices are set, sometimes on contract.

Catalog aggregators: Make sense of buying options by aggregating catalogs from multiple vendors with relatively static prices. Act as a neutral intermediary but help buyers make sense of multiple vendors. Also normalize information coming from diverse sources to enable comparisons of similar products and services. Typically function as virtual distributors but don't take possession of goods themselves. Collect transaction fees on purchases but can generate additional revenue via credit checks, logistics, fulfillment, insurance, or other parts of the transaction process. Must satisfy suppliers' needs for differentiation while making comparisons possible for buyers. Examples: Chemdex, PlasticsNet, Sciquest (scientific equipment), Testmart (test equipment). Synonym: Virtual distributor.

COMMODITY CODE: A code assigned to items of like type which allows them to be grouped for analysis and forecasting purposes. The UN/SPSC is an example of a coding system that was designed for universal use. Companies in some industries work to develop an industry commodity coding system and some companies develop an organization wide system.

COMMODITY COUNCILS: Cross-functional teams and/or multi-division teams that are responsible for selecting suppliers, negotiating contracts, and monitoring supplier performance, including quality and delivery performance.

CYCLE TIME REDUCTION - The process of minimizing the total time required for a designated process for example, the time required for production and delivery. Efforts to shorten cycle time often focus on reducing wait time and/or eliminating unnecessary steps.

Electronic Data Interchange (EDI): Older version of electronic commerce between buyers and suppliers; more cumbersome and costly than Net-based commerce, feasible only for large companies and their most significant trading partners. Many Net markets do EDI-to-XML transactions to enable trading between large and small companies.

eProcurement: The act of acquiring/procuring/purchasing via an electronic format, i.e. the Internet. 

Enterprise resources planning (ERP) system: 

1) An accounting-oriented information system for identifying and planning the enterprise-wide resources needed to take, make, ship, and account for customer orders. An ERP system differs from the typical MRP II system in technical requirements such as graphical user interface, relational database, use of fourth-generation language, and computer-assisted software engineering tools in development, client/server architecture, and open-system portability. 

2) More generally, a method for the effective planning and control of all resources needed to take, make, ship, and account for customer orders in a manufacturing, distribution, or service company.

Extensible markup language (XML): This language facilitates direct communication among computers on the Internet. Unlike the older hypertext markup language (HTML), which provides HTML tags giving instructions to a Web browser about how to display information, XML tags give instructions to a Web browser about the category of information. 

Level 3 Reporting

Level-3 (also known as Level III, Level 3, or Level-III) line-item detail is a data specification designed to support business-to-business and business-to-government credit card use. Level-3 line item detail provides specific purchase information such as Item Description, Quantity, Unit of Measure, Price, and more. This information is very useful to cardholding organizations to help streamline accounting and business practices and to merge payment data with electronic procurement systems. 

Manufacturing resource planning (MRP II): A method for the effective planning of all resources of a manufacturing company. Ideally, it addresses operational planning in units, financial planning in dollars, and has a simulation capability to answer what-if questions. It is made up of a variety of processes, each linked together: business planning, production planning (sales and operations planning), master production scheduling, material requirements planning, capacity requirements planning, and the execution support systems for capacity and material. Output from these systems is integrated with financial reports such as the business plan, purchase commitment report, shipping budget, and inventory projections in dollars. Manufacturing resource planning is a direct outgrowth and extension of closed-loop MRP. 
Master Data Management is a process (set of activities) within an organization that create, modify, maintain and control Master Data (pricing structures, approved suppliers, controls, approved material, approved buying channels, usage data) for the Supply Chain processes according to standard naming conventions / required elements.  This includes: Material Master, Material and Services Grouping,Vendor Master, Contract DB, E-Catalogs, Supplier Performance ,Outline Agreements,  Spend Data. 

Master Data and Transaction Data.  There are two type of data, which can be differentiated by their functional purpose:

Master Data that seldom changes, such as customer or vendor details and material technical records or part numbers.
Transactional Data that the system uses during data processing, such as when receiving goods or when changing something in a master data record.

Materials PO: System document for a single materials procurement transaction with specific pricing conditions.
Material requirements planning (MRP): A set of techniques that uses bill of material data, inventory data, and master production schedule to calculate requirements for materials. It makes recommendations to release replenishment orders for materials. Further, because it is time-phased, it makes recommendations to reschedule open orders when due dates and need dates are not in phase.
Maverick Buying: Any company or employee purchase that does not meet a company's purchasing policy. This includes using off-contract methods of procurement and non-authorized purchases. Also called Rogue Purchasing. 
MRO: Maintenance, Repair and Operations. MRO products are those goods and services that a company purchases which are not used in production or offered for resale. Typical MRO purchases include manufacturing supplies, spares, repair parts, safety equipment, computers and office supplies. 

Purchasing Card: Also known as a p-card.  A program for businesses that combines credit card purchasing with back-end reporting. American Express, MasterCard and Visa are examples of companies that offer p-cards. 

Planned Work: the tasks and activities for the work to be done have been planned, and the has been scheduled and coordinated such that the activities will be completed within a specified timeframe.
Release against Materials Agreement: System document for recurring materials procurement transactions against contract pricing conditions. Can be released automatically.
Spend Analysis: The ongoing analysis of spending, or expenses, usually focused in the Procurement area.  Companies find savings opportunities through gaining a thorough understanding of past and ongoing spending.  Having a thorough understanding of past spend behavior provides a blueprint for selecting the categories of spend that should be addressed first for sourcing and compliance activities.

Strategic sourcing: The development and management of supplier relationships to acquire goods and services in a way that aids in achieving the immediate needs of a business. It is entirely aligned with the sourcing portion of managing the procurement process.
Supplier relationship management (SRM): Evolving set of applications enabling enterprises to create a more comprehensive lifecycle view of suppliers' operational contribution to the top and bottom lines. Strategic sourcing and spend management would be some of SRM parts.
Supply chain management (SCM): The design, planning, execution, control, and monitoring of supply chain activities with the objective of creating net value, building a competitive infrastructure, leveraging worldwide logistics, synchronizing supply with demand, and measuring performance globally.
Supply chain planning (SCP): The determination of a set of policies and procedures that govern the operation of a supply chain. Planning includes the determination of marketing channels, promotions, respective quantities and timing, inventory and replenishment policies, and production policies. Planning establishes the parameters within which the supply chain will operate. 
VMI: Vendor Managed Inventory. When sellers maintain inventory they own on the buyers' premises. This helps to minimize the buyer's investment in inventory. 

UN/SPSC Code: Universal Standard Product and Service Classification Code. A Global commodity standard - 10 digit, hierarchical code used to consistently classify products and services. The UNSPSC is a hierarchical classification with five levels. These levels allow analysis by drilling down or rolling up to analyze expenditures. Each level in the hierarchy has its own unique two-digit code






