IDENTIFYING PROJECT RISKS
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Every project involves some degree of risk ("nothing ventured, nothing gained...."),  but that risk can be controlled with a bit of careful analysis, planning and communication.  

As a project manager (or a manager dealing with projects), it is your job to anticipate project risks, and then to devise the means for controlling those risks before they  can get out of hand.  This is where the risk management process comes in..... 

RISK MANAGEMENT DEFINED ... 

Risk is all about the three questions …..

...what can happen?
...what could result?
...what can be done?

Risk management is based on the need to anticipate and manage the elements of risk. If realized, risks can threaten the success of a project, both in terms of process and outcome. To effectively manage risk, threatening events and consequences should be probabilities, not merely possibilities.

Without a crystal ball, risk management can be a challenging process. But instead of just trying to see into the future, we can manage risk by looking at the past. By examining prior project, experiences you can get a better handle on risk probabilities. And if you can anticipate an event, you should be able to weigh the consequences, and control the outcome. 

A PRACTICAL PROCESS:
Although specifics may vary based on the nature and complexity of a project,  an effective risk management process will have three key components:
realistic   Risk Identification
realistic   Risk Analysis & Assessment
realistic   Risk Response & Control 

You will note the repeated use of the word realistic.  This is to emphasize an important aspect of the risk analysis process...time spent analyzing risks that are possible, but improbable, will usually be an ineffective use of time and resources.  While it is possible that a meteor will strike the earth in the midst of any given project, it is not probable, and certainly not something that can be realistically anticipated.  This extreme example aside, it still can be said that to achieve the most effective analysis possible, it is best to keep identified risks realistic and probable.  Overall, the goal is to develop a list of probable risks, and thus lay the foundation for the assessment and ultimate response to those risks, whether you choose avoidance, mitigation or acceptance.
The starting point in the risk analysis process is to consider the nature and complexity of the project at hand.  Risk analysis will take time, and any steps taken to avoid or mitigate risk may negatively impact project schedules and budgets.  Therefore, you want to carefully consider the effort to be put into risk management.  A short term, non-production project, such as an internal review of purchasing procedures, would warrant limited risk analysis.  However, the physical deployment of new purchasing systems, with the potential for operational disruption, could call for further risk consideration.  In view of the operational impact, most technology projects deserve some degree of risk management.  
Once you know that risk management is warranted, begin by identifying the types of probable risks. Depending upon the nature, complexity and duration of your project, you may encounter different types of risks.  To facilitate identification and assessment, and to pave the way for clarity in thought and communication,  group potential risks into categories.  This will allow you to view risks according to type, source and underlying cause.....
RISK CATEGORIES: 
Management Risks:  Risks that relate to the scope, structure and strategy of a given project.
Some examples......
· The scope and complexity of the project is too large...i.e. are you biting off more than can be chewed? 

· Project requirements and outcomes are poorly defined. 

· The project does not have effective sponsorship or management support. 

Technology Risks:   Specific technical risks including design omissions, version conflicts, operational failures, incompatibilities or bugs.
Some examples......
· Potential incompatibilities exist within current desktop platforms or internally customized applications. 

· Outdated or insufficient hardware exists for running new software products.  

· Early adopter's risk - early adoption of new technology will limit the ability to benefit from the experiences of others. 

Resource Risks:  Human resource risks can involve staff changes, a lack of skilled resources,  staff non-performance,  or the reliability and availability of external service providers.
Some examples.....
· Continual resource availability may be compromised during lengthy projects. 

· The loss of key staff  to competitors or vendors may occur once they are trained in new products or technologies. 

Timing Risks:  Timing and scheduling risks can include product delivery delays, or missed deadlines along the critical path. 
Some examples......
· Annual budgets will lapse if product delivery is delayed.  

· An overly aggressive project schedule may limit the execution of thorough test plans.  

Political Risks:   Internal sensitivities relating to project support, sponsorship, internal cooperation and communications. 

Some examples...... 

· Is the project dependent upon one individual for visibility and support - and what would happen if that person leaves the company? 

· Are project deliverables in alignment with stated company priorities? 

· Are there any political issues that could negatively impact resource availability and cooperation? 

· Are there other competing projects within the company? 

· Could pending organizational changes impact the project? 

External Risks:  Risks beyond the direct control of the project team, caused by external environmental or industry factors.
Some examples......
· Potential regulatory changes 

· Potential economic changes 

· Potential company mergers 

· Seasonal issues, including conflicts with holidays or weather related issues 

The end result of this risk identification process should be a listing of likely project risks, organized by appropriate category.  This list is your roadmap to the next step.....analyzing and assessing the impact of these risks, and then ultimately to forming an effective plan for response and control. 
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