RISK MANAGEMENT MECHANICS 
from Right Track Associates, Inc. 

Effective project risk management relies on information, common sense, experience, and to a certain degree, intuition.  Risks to project completion and ultimate success must be identified and analyzed.... what can happen, what is the likelihood, and if the worst should occur, what would be the result?  But theory and strategy are only part of the picture.  In order to put theory into action, appropriate procedures must be put into place.... to establish the mechanics by which risk management theories can be applied.
To put it all into perspective, risk management procedures can be broken down into five structural elements:
· Origination 

· Assignment 

· Execution 

· Oversight 

· Closure 

ORIGINATION:
Risk origination procedures establish the mechanics by which risks are initially identified and raised for further analysis and consideration. Risk management takes place throughout the entire life of a project …. from start to finish. Therefore, risks can be identified and raised at any time. In order to ensure that proper attention is paid to each and every risk possibility, procedures should be established to allow for ready identification at any point in a project.
To that end, risk origination procedures should provide structured formats and methods by which risks are raised and communicated. Such methods and formats can range from the simple to the technically complex, and may involve the use of paper forms or electronic databases. But, whether paper or electronic, the methods and formats by which risks are first raised should provide for the entry certain basic information….
· Preliminary risk data – what is the nature of the risk and potential impact on the project? 
· Risk identifier - to establish a tracking system by which risks can be monitored once raised, and until closure (i.e. an ID or coding system). 

· The name of the individual raising the risk. 

· The date the risk was raised. 

· A target response date – when must this risk be analyzed and addressed? 
ASSIGNMENT:
Risk assignment procedures establish the mechanics by which risks are assigned to appropriate staff members for further analysis and action. Risk assignment procedures should address the following questions:
· Who can originate risks? 

· Who will be responsible for risk review and analysis? 

· Who will be responsible for developing and selecting risk response and control strategies? 

· Who will be responsible for approving risk assessments and related response and control strategies? 

· Who will execute risk response and control plans? 

· Who will monitor risk status and the progress of any risk management activities? 

· Who will approve risk closure? 

· Who will be responsible for reviewing the success of the risk management process? 

EXECUTION:
Risk management execution procedures determine the actual steps involved in the risk review process, establishing the sequence of events and flow of information as risks are identified and evaluated. For planning purposes, these execution steps can be broken down into seven elements, as follows:
1. The risk is raised and initially identified. 

2. The risk is assigned and prioritized for further action. 

3. The risk is reviewed according to established criteria (category, probability, impact and target values). 

4. Risk response strategies are devised (acceptance, avoidance or mitigation). 

5. Risk response strategies are approved. 

6. Risk response strategies are implemented as needed. 

7. Risk management activities as listed above are documented. 

OVERSIGHT:
As previously noted, the risk management process is an ongoing effort that lives throughout the entire project cycle. This is not mean to imply that every element of the risk management process will be executed in all circumstances. If risks fail to materialize, you may never have to take any further action for control and mitigation. However, that does not mean that you can avoid risk oversight. Effective risk management oversight has two unique dimensions – status measurement and progress measurement.
Status measurement: To monitor the status of the risk itself. Whether or not risks ever materialize, they still have to measured and monitored for any apparent change in status. In the initial stages of risk assessment at the start of a project, potential risks are identified and evaluated. At that point in time, it may appear that certain risks are unlikely, or that their impact will be insignificant. However, as the project ensues, circumstances may change, and risks once thought to be unlikely and insignificant, can suddenly become very likely, and quite dangerous. For this reason, potential risks must be continually monitored as a project progresses. You can never tell when risk conditions will change or when new risks will arise, and to prevent unpleasant surprises, periodic risk reviews should be undertaken as often as practical and whenever needed. At the very least, monthly risk review sessions should be built into your overall project management process.
Progress Measurement:
Risk oversight procedures must also be designed to monitor the timing and completion of all scheduled risk identification, evaluation and control activities. There are two primary elements to risk progress measurement, detailed as follows:
1. Management of the risk review schedule, which can include organization and prioritization of the risk review queue. Progress must be readily measured to ensure that risks are reviewed on a timely basis, and to maintain a realistic risk review schedule suited to project circumstances, overall project status, and external resource demands.
   
2. Management of individual risk activities, to include the status of all tasks and decisions necessary to manage individual risk events…. 

· Have risk review assignments been completed as needed? 

· Have response and recovery action plans been completed as needed? 

· Have risk response plans been properly communicated so that the project team can act upon them? 

· Are mitigation activities working? 

CLOSURE:
The final element of risk management process is closure …. the point at which risks are sufficiently resolved so that no further action is warranted. This is not meant to imply that closure only arrives through resolution or elimination. Risk management closure procedures can be applied at several points in the project cycle.
Risk closure is appropriate when …..
· A risk is raised and no further analysis is warranted.
· A risk is realized, and response actions are completed so that the risk no longer exists.
· The time or circumstances under which a risk can occur expires.
· The project is cancelled or completed. 

Risk closure procedures involve several basic steps:
1. Risk status is assessed to determine if a risk is "open" (meaning that further analysis or action may be required) or "closed" (no further action or analysis is required).
2. Risk status is documented. This documentation should address all elements and results of the risk management process as pertaining to the risks at hand. This should include the completion of all forms, and documented evidence of the ways and means by which specific risks were evaluated, as well as the results of the risk response and control activities.
3. Lessons learned are analyzed and recorded. Every project should conclude with a post project review, to include a comprehensive Lessons Learned Analysis. Any effective Lessons Learned Analysis should include an examination of the risk process itself, as well as an evaluation of risk management processes as a contributing factor to overall project success or failure…. 

In their practical application, these five elements will be applied differently within any given operation or project, depending on project needs and organizational capabilities. The ultimate goal of risk management is to create realistic processes for resolving project risks, so that time is well spent, and project results are appropriately protected. Above all, risk management strategies and practices must be well suited to the projects encountered, and to individual organizational needs and capabilities.
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