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Managing risk in the supply chain has never been as challenging as it is today.  As more companies have outsourced production to overseas locations, supply chains have been extended, the number of nodes increased, and the complexity of the networks have moved exponentially.  In the past, supply chain managers were mainly concerned with reducing cost, reducing purchase price variance, and managing inventory.  Today, supply continuity is the single biggest business driver.  Indeed, organizations now recognize that “preservation of shareholder value” is now of paramount importance in supply chain management.  

Risk management concepts have been around for several years, but have generally been focused in the financial, project management or safety areas. During the last decade, several events (i.e. earthquake in Kobe in 1995, terrorist attack to WTC in 2001, SARS in 2002-2003) have significantly disrupted supply chains and produced major losses for the companies involved (Tang, 2006). Companies such as Ericcson, Hershey, Apple, Walmart, and a host of other major companies who rely on timely delivery of products and services to meet customer needs have incurred major losses due to supply chain disruptions.  Publicly traded firms experiencing supply chain disruptions, for example, have reported negative stock market reactions to announcements of such disruptive events, with the magnitude of the decline in market capitalization being as large as 10% (Knight & Pretty 1996; Hendricks & Singhal 2005). As a matter of fact, Ericsson reported a $400 million loss because it did not receive chip deliveries from the Philips plant in a timely manner (Latour, 2001). Although the true costs of any supply chain disruption can be difficult to quantify precisely, at least one firm surveyed by Rice and Caniato (2003) estimated that the daily cost impact of a disruption in its supply network to be in the neighborhood of $50-$ 100 million. 

Why now?  One of the factors is the focus on lean supply chains in academia and industry during the 90s.  Zero-inventory and just-in-time movement of goods became the dominant model which increased the sensitivity of supply chains.  Little issues quickly become big issues.  In addition, supply chains have become more global, increasing the order to delivery cycle times by a factor of four or five.  This acts to amplify the potential of a disruption and the impact.  Outsourcing has also become the dominant model, increasing the forces driving disruptions such as other customers competing for volume and attention, information flow issues, mistrust, win-lose negotiations, financial stress, misalignment of interests and goals.   These have increased the likelihood of a disruption exponentially. According to a 2006 study by Accenture Consulting, three out of four top supply chain executives at major U.S. enterprises say they have had a disruption in the past five years from which it took at least a week – and sometimes several months – to recover. 

What is the benefit of Supply Chain Risk Management (SCRM)?  According to a recent research report from Aberdeen (Figure 1), it leads to not only cost avoidance by reducing the probability and impact of disruptions it leads to performance improvements.
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Figure 1. SCRM Benefits

What is Supply Chain Risk Management (SCRM)?

Risk is a concept that has applications in everything we do.  It has several components, not the least of which is the lack of knowledge about the events that may impact us and our ability to manage them.  In order to understand risk we first need to define and decompose it, specifically as it pertains to the supply chain.

Risk in general can be defined as a collection of pairs of likelihood (L) and outcomes (O):

Risk = {(L1, O1), (L2, O2),…, (Ln, On)}

where Oi and Li denote outcome i and its related likelihood. The distribution pattern of the (likelihood; outcome) pairs is called a risk profile (Ayyub, 2003). Definitions of risk must also have a time dimension or a specific time horizon (day, month, year, etc.) and a specific perspective or view that defines the unit of analysis (boundaries, what’s not included, etc.).

The International Organization for Standardization (ISO, 2002) defines two of the essential components of risk: losses (along with related amounts) and uncertainty of their occurrence. In the financial industry, operational risk is defined as the risk of loss resulting from inadequate or failed internal processes, people and systems or from external events (New Basel Capital Accord, 2006). 

How does this apply to the supply chain?  

In order to define risk in the supply chain the different perspectives need to be understood.  Figure 2 shows the three perspectives in a supply chain and list some of the risk definitions related to them.
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Figure 2. Supply Chain Risk Perspectives

Supplier Facing looks at the network of suppliers, their markets and their relationship with the “company”.  Customer Facing looks at the network of customers and intermediaries, their markets and their relationships with the “company”.  Internal facing looks at the company, their network of assets, processes, products, systems and people as well as the company’s markets. In all cases, a global perspective is essential.

In developing a definition, we looked at general concepts being used in risk management. 

Business Continuity Management (BCM), defined by the Business Continuity Institute as “an holistic management process that identifies potential impacts that threaten an organization and provides a framework for building resilience and the capability for an effective response that safeguards the interests of its key stakeholders, reputation, brand and value creating activities” (BCI, 2005). 

Business Vulnerability, defined as an exposure to serious disturbances, arising from risks within the supply chain as well as risks external to the supply chain (Christopher, 2003). Vulnerability is a result of any weakness within a complex system that can seriously jeopardize its activities (Ayyub, 2003). 

Enterprise Risk Management (ERM) as a set of coordinated actions about protecting and enhancing share value to satisfy the primary business objective of shareholder wealth maximization (Chapman, 2006).

Resilient enterprise meaning the ability of the company to recover quickly from a disruption (Sheffi, 2005). 
Several supply specific definitions were examined by the team.  For example, Deloitte and Touche (2004) and Tang (2006) define supply chain risk (SCR) as the uncertainty of the occurrence of an event that could affect one (or more) partner or link within the supply chain and that could influence (generally in a negative sense) the achievement of company’s business objectives. They define supply chain risk management (SCRM) as having the objective to control, monitor and evaluate supply chain risk, optimizing actions in order to prevent disruptions (that is, the occurrence of an event that causes a business interruption) or to quickly recover from them. 

With all of this in mind, the research team developed the following definition of SCRM:

Supply chain risk management is the systematic identification, assessment, and quantification of potential supply chain disruptions with the objective to control exposure to risk or reduce its negative impact on supply chain performance.  Potential disruptions can either occur within the supply chain (e.g. insufficient quality, unreliable suppliers, machine break-down, uncertain demand, etc.) or outside the supply chain (e.g. flooding, terrorism, labor strikes, natural disasters, large variability in demand, etc.). Management of risk includes the development of continuous strategies designed to control, mitigate, reduce, or eliminate risk.

There are basically three different approaches to risk management. 

Proactive:  these approaches take place before the occurrence of an event, aiming at reducing (for negative outcomes) its likelihood. The emphasis here is on those methods related to failure prevention, “near-misses” detection and adoption of layered defense approaches. Proactive approaches are aimed at anticipating the causes of disruptions.

Reactive: these approaches deal with the consequence of the occurrence of an event, aiming at reducing the resulting (negative) outcomes. In general, reactive, flexibility based and redundancy methods are known as disruption management in that they react after the disruptive event takes place, focusing on the resilience of the company or the ability to promptly recover from a disruption.

Avoid, eliminate or transfer risk: avoid any action which has inherent risks or eliminate and mitigate the risk and its potential outcomes. In product design this could the design of a system that reduces or eliminates either the probability of occurrence of a particular risk event or its negative consequences if it occurs. In a supply chain, the risks can be mitigated by using more inventory or alternate suppliers. Risk can be transferred to an insurance company or another 3rd party that is more capable of handling it. 
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